PRACTICE
Preventing Radicalism through Critical Thinking Competences

Erasmus + KA2, Cooperation for innovation and the exchange of good Practices
Strategic Partnership in the field of School Education
Project n° 2018-1-IT02-KA201-048442

IO3 – Guidelines for Teachers
Background research
Developed by
Fondazione Hallgarten Franchetti Centro Studi Villa Montesca

SUMMARY
INTRODUCTION ................................................................................................................................................. 3
CHAPTER 1 - THE PRACTICE METHODOLOGY .................................................................................................... 6
THE STRUCTURAL LEVEL OF THE PRACTICE RADICALISATION PREVENTION PROGRAMME............................................... 6
THE ARGUMENTS BEHIND PROGRAMME’S MODULES AND TOPICS ............................................................................... 7
CHAPTER 2 - THEORETICAL AND CONCEPTUAL APPROACHES BEHIND THE PRACTICE PREVENTION PROGRAMME
AND OER .......................................................................................................................................................... 13
PREVENTION ................................................................................................................................................... 13
CRITICAL THINKING AND MEDIA & INFORMATION LITERACY .................................................................................... 15
TRANSVERSAL COMPETENCIES FOR BUILDING CRITICAL THINKING ............................................................................. 17
INTERCULTURAL EDUCATION TO DEAL WITH DIVERSITY ............................................................................................ 19
THE VALUE OF THE PRACTICE OER .................................................................................................................... 23
CHAPTER 3 - RADICALISATION PREVENTION IN THE EDUCATIONAL SETTING: THE PRACTICE PREVENTION
PROGRAMME’S CONTRIBUTION ..................................................................................................................... 25
THE NOTION OF RADICALISATION IN EDUCATIONAL SETTING ..................................................................................... 25
THE RADICALISATION PROCESSES AND SUPPOSED NEW LEVERS ................................................................................. 27
RADICALISATION PROCESSES AND COVID-19 PANDEMIC: A BLURRED CONNECTION .................................................... 29
TEACHING DIVERSITY: A MATTER OF ATTITUDE? ..................................................................................................... 31
ROLE’S DEMARCATION WHEN APPROACHING RADICALISATION PREVENTION: TEACHERS AND SCHOOL AT THE FOREFRONT . 33
CONCLUSION ................................................................................................................................................... 36

practice-school.eu

INTRODUCTION
Radicalisation leading to violent extremism and terrorism is not a new phenomenon in Europe, even if the process
is nowadays taking place at an alarming speed and scale, impacting EU as a whole. There is no official account of
how many radicalised individuals are currently present in EU even if various dataset collected at national level
reported tens of thousands per country 1. Phenomena like the return of foreign terrorist fighters (FTF) and their
families, radicalisation in prisons and the use of the internet and social media by terrorist groups or violent extremist
organisations for propaganda and recruitment depict a multi-dimensional challenges that require multifaceted
responses drawing on all relevant policy areas and involving all relevant actors at local, regional, national, European
and international level 2. The recommendations and EU initiatives as well as funding programmes and opportunities
developed by EU in preventing and countering radicalisation have been strengthened in recent years, also thank to
the work done by the High-level Commission Expert Group on Radicalisation (HLCEG-R) and Radicalisation
Awareness Network (RAN) 3. There is general consensus that education is a central field to preventing young people
from being attracted to violent extremist ideologies, organisations and movements – together with other fields
such as health and social work 4. In March 2015, nearly 100 teachers and other educators from EU Member States
published a Manifesto containing 24 recommendations for preventing radicalisation leading to violent extremism 5
and, with the same spirit, RAN decided to launch an Education working group (RAN EDU) inviting school
professionals to participate. Education plays a paramount role in promoting shared EU values and fostering cultural
dialogue, mutual understanding and social integration and teachers are at the front line to help students of various
backgrounds to enter society and develop their active citizenship. The key word in the actual debate on the role of
schools and educators when dealing with violent extremist behaviours potentially leading to radicalisation process
is “prevention”. Prevention requires comprehensive action: the attraction of (violent) extremism is not confined to
its narratives and ideology; extremisms also exploits social-emotional needs and challenges linked to broader
questions of identity, belonging and lack of prospects. However, alongside the preventive role of teaching common
values and soft skills, educational professionals are also asked to spot radicalisation signals through a set of
behavioural indicators, such as changes in lifestyle and critical attitudes towards authorities and the values of
mainstream society and, in some European countries, they are asked to report students to the authorities6. This

EUROPOL, TESAT 2000 https://www.europol.europa.eu/tesat-report
High-Level Commission Expert Group on Radicalisation (HLCEG-R), Final Report 2018
3
For a detailed and exhaustive policy timeline about European strategies for prevention of radicalisation, please refer to
https://ec.europa.eu/home-affairs/what-we-do/policies/counter-terrorism/radicalisation_en
4
As Council of Europe stated in 2015 Action Plan on the Fight against Violent Extremism and Radicalisation leading to
Terrorism: “Action is needed to prevent violent radicalisation and increase the capacity of our societies to reject all forms of
extremism. Formal and informal education, youth activities and training of key actors (including in the media, political fields
and social sectors) have a crucial role in this respect. Schools, prisons and detention centres, vulnerable neighbourhoods, places
of worship all require tailored measures, mostly at local level.”
5
Manifesto for Education – Empowering Educators and Schools, available here https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/docs/manifesto-for-educationempowering-educators-and-schools_en.pdf
6
In United Kingdom, for example, the reporting has become a statutory obligation.
1
2
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double challenge, considering educators both as agents of “detection” and teachers of skills that build societal
resilience to extremist discourse is a crucial point in the nowadays debate on the topic.
Specific recommendations for Member States are to raise awareness among the education community and, in
particular, aspiring teachers and teachers in schools to help them to prevent radicalisation through information
campaigns or other channels as well as trainings; to increase awareness and skills among youth workers and other
professionals working with children and young people and involved in non-formal learning activities as well as to
encourage initiatives in the field of culture to strengthen resilience against or help countering radicalisation 7. To
promote common values through education, the Commission adopted a proposal for a Council Recommendation
inviting Member States to take further steps to strengthen critical thinking, media literacy and shared values to
consolidate a stronger sense of belonging at local and national level and make use of the relevant EU funds. Another
key point for future actions is the establishment of a network of positive role models to operate in schools, with
youth and sport clubs and other settings to promote social inclusion, prevent exclusion and radicalisation as well
as encourage active citizenship and commitment to shared values 8. It has become clear that initiatives at
educational level need to be firmly embedded in government structures and funding allocations and remain flexible
to respond to events; the question is how to best support schools working to maintain and strengthen an overall
resilience-building approach. It would appear that government support is essential; but the type of support and its
origins, in the wider context of different Member States, remains varied and changing.
From the training side, prevention at school requires teachers to be well prepared at pre-service and in-service
levels to tackle an extensive range of responsibilities, such as teaching controversial issues, religious and other
aspects of diversity, human rights, the current law on ICT and developing school safeguarding policies. RAN states
that schools should invest in basic training for all teaching staff, not only those teaching politics, history or ethics,
in order to fully understand the country’s shared values that would underpin resilience work in a multidisciplinary
perspective 9. Some specific concepts in the intersection between sociological, pedagogical and psychological
approaches had a prominent place in the general prevention debate among practitioners and researchers, such as
the concept of critical thinking, interdisciplinarity and the concept of appreciative sensitivity towards heterogeneity
and diversity among students in the classroom, in terms of many aspects such as socioeconomic, ethnic-cultural
and sociocultural background, religiousness, norms, values, sexuality and political orientations. Given all this, the
PRACTICE project – Preventing Radicalism through Critical Thinking Competences, addresses current challenges and
needs of preventing radicalisation in schools and of supporting opportunities for teachers’ Continuing Professional
Development (CPD) in this area. During the first phase of the project, PRACTICE partners developed a Comparative
Research Report (Intellectual Output 1), generating a clear overview on weaknesses and good practices of current
CPD methods and formats, across Europe; tools and methods for the promotion of critical thinking in the classroom;
policies and practices on radicalism prevention at national and EU level. Desk-based research and primary research
High-Level Commission Expert Group on Radicalisation (HLCEG-R), Final Report 2018
Education and Training 2020 strategic framework, https://ec.europa.eu/education/policies/european-policycooperation/et2020-framework_en
9
RAN ex-post paper, Education and radicalisation prevention: different ways governments can support schools and teachers
in preventing/countering violent extremism, 06/05/2019
7
8
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through interviews and focus groups with more than 90 teachers, education professionals and stakeholders in the
6 partner countries were the basis for a coherent development of subsequent Programme. The Radicalisation
Prevention Programme (Intellectual Output 2) has the potential to empower teachers through capacity-building
activities, aimed to equip them with better tools to address diversity in the classroom and to understand and
prevent radicalisation processes in educational settings; to promote critical thinking and effective strategies to
engage with pupils and effectively address controversial issues, challenging false myths and stimulate
understanding and appreciation of diversities. The Programme is based on the idea that strengthening critical
thinking skills and resilience of student as well as supporting the school sector and the professionals working in it
to improve their capacity to exploit the potential of new approaches, methodologies and international perspective,
is fundamental for the prevention of radicalisation in schools. Apart from the theoretical background, the
Programme consists in two parts: the first one illustrates methods and strategies for teachers when approaching
sensitive issues and the second one lists more than 50 non-formal education activities for students in relation to
selected topics – such as migration, gender, online life, global conflicts and human rights.
The present Guidelines for teachers (Intellectual Output 3) is a supplementary tool and guidance material for a
correct use of the Radicalisation Prevention Programme in classroom, providing background, information and
advices on how to manage and deal with issues of radicalisation in the school setting. Guidelines are aimed to
elaborate and put into perspective the basic conceptual approach as well as the learning and teaching modules as
organized in the Prevention Programme, including how to implement a peer collaborative learning process.
Following recommendations formulated at European level 10, the Guidelines provides also the background to ensure
that teachers will feel comfortable and confident discussing these subjects. After a brief introduction to the
PRACTICE methodology, the present document illustrates the theoretical approach behind the PRACTICE
Prevention Programme and related OER as well as gives tips on how to approach radicalisation prevention through
critical thinking promotion via non formal education activities. Guidelines goes deeper on the current debate on
the demarcation of the school’s basis educational function and other authorities’ roles in terms of detecting and
reacting on signs of radicalisation and the possibilities to form interdisciplinary alliances in this field. Guidelines also
presents practical advices on how non formal education activities could be applied to different subjects and diverse
classroom contexts. The Guidelines’ conclusions should be considered as an open exit, adding points for reflection
to the current debate on the added value that teachers and education staff could give to the recognition of
potentially vulnerable pupils as well as helping other first-line practitioners such as social workers, youth workers,
(mental) health care workers and community policy officers in recognizing and adopting the right synergies for
effectively address issues of discrimination and prejudice, prevention of polarization, radicalization and violent
extremism.

RAN ex-post paper, Education and radicalisation prevention: different ways governments can support schools and teachers
in preventing/countering violent extremism, 06/05/2019 and, in particular: “[…]The need for training and information might
apply to any pedagogical or curriculum initiative, but P/CVE has particular support requirements in terms of giving teachers
moral encouragement to take this area forward.”
10
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CHAPTER 1 - THE PRACTICE METHODOLOGY
The present chapter is aimed at explain the methodology that underpins the development of the PRACTICE IO2
Radicalisation Prevention Programme. It is intended as an overall, user-oriented introduction to the structure of
the Programme in order to supply and explicit the building of the programme. It gives an account of the linkage
among theoretical concepts (derived from the desk research conducted by partners at country level) the results
obtained by the involvement in the field research of teachers as well as the partnership’s working groups and
meetings that have been the necessary steps for the definition of the structure of the Programme, its division in
two main blocks, the choice of topics to be covered and the way this subjects are correlated one to another. Thus,
the first part of the chapter is related mainly to the explanation of the structure and structural levels and cohesion
between Part 1 and Part 2 of the Radicalisation Prevention Programme, giving teachers an overview of the levels
and explanation about the connection between the two parts. Then, the chapter explains and arguments the choice
of the module topics, both for Part 1 and for Part 2, clarifying why they are different and how they connect each
others. This section collects the works done by partners in preparation to the development of the Programme itself,
giving teachers a clear understanding of what they find in each part and how the sections complement each others.

THE STRUCTURAL LEVEL OF THE PRACTICE RADICALISATION PREVENTION PROGRAMME
The conceptual basis of PRACTICE project is to sustain the general prevention of radicalisation in school
environment through the enhancement and strengthen of critical thinking skills among student. It is a matter of
fact that critical thinking is not comparable to other curricular subjects such as science, history and geography.
Critical thinking cannot be taught efficiently applying only formal education methodologies, due to its transversal
nature, even if it is also proclaimed as a highly desired educational goal and some schools and universities around
Europe have subjects or courses which are specifically designed to develop critical thinking skills. On the other hand,
some consider that critical thinking should be the educational outcome of all subjects and courses, while education
system is often criticized as not developing critical thinking skills among students 11. At the very beginning of the
PRACTICE project, partners agreed on the fact that a common definition of critical thinking doesn’t exist but, for
sure, critical thinking is a learning process which is related with questioning and be conscious of the process of
receiving and processing the information. To properly acquire and apply critical thinking skills, students should be
supported in creating their own mind, their own way to approach reality but, at the same time and in parallel,
teachers should be supported in the first place. In fact, “teaching for” critical thinking is not a risk-free endeavour
as it implies democracy which may involve embarrassment for teachers, involving deeply their personal
commitment, ideas and attitudes. The importance of surrounding the learner with those who practice critical
thinking in paramount for the efficacy of the abilities’ transferral from teacher to student, as this can lead him to
develop similar attitudes and practices. The challenges of teaching critical thinking that are quite often highlighted
by teachers are mostly context-based, as lack of time, difficulty to measurement, lack of effective
communication/problem-solving skills, lack of facilities that help in implementing non-formal learning activities for
promoting critical thinking. Also the role of families is taken into account, reporting that home environment in some
cases does not help in creating good thinkers. In this multi-levels context, instructors still need to promote their
understanding of critical thinking as a cognitive activity and to develop their skills about its effective enhancement
among students. Training courses and workshops are strongly needed, as demonstrated by the desk and research

11

EPALE, Critical thinking skills, 2019, https://epale.ec.europa.eu/en/blog/critical-thinking-skills

practice-school.eu

activities carried out by partners for the development of PRACTICE IO1 Comparative Research Report 12. However,
the general attitude towards promotion of critical thinking courses for teachers is quite often separated by the
practical application in classroom of acquired tools and strategies. In the majority of the cases, teachers are trained
about inquiry-based approach and other tools to enhance critical thinking among students but when they are called
to apply such instruments with students, it seems that a certain “red thread” between methodology and practice
is missing. This lack is noticeable when critical thinking teacher strategies are applied to traditional subjects of
school curricula but is more than evident when the topics involved are sensitive and controversial, impacting on
values and beliefs of both students and teachers. That’s the reason why PRACTICE partners chose to create two
separate but unbreakable pathways: one for teachers that wants to acquire knowledge and practices about how to
boost critical thinking skills while introducing students to sensitive topics and one for students that should be guided
and empowered in such acquisition. The contribution and innovation that PRACTICE Radicalisation Prevention
Programme aims to bring relies on the attempt to get pedagogy close to didactics, using self-learning by teachers
and non formal educational activities by students as main levers. While didactics is a discipline that is essentially
concerned with the science of teaching and instruction for a given field of study, pedagogy is focused more
specifically on the strategies, methods and various techniques associated with teaching and instruction. Pedagogy
also refers to the ability of a teacher to match theoretical foundations or concepts with practical methods of
knowledge transfer in education, while responding to the learning strategies of his/her students. Didactics is
teacher-centred and based on the sum of theoretical knowledge and practical experience. In comparison, pedagogy
is learner-centred since the teaching must be adapted to respond to the complexity of student needs. Didactics is
a more generalized term referring to the theory and practical applications behind the science of instruction. It can
also be viewed as the foundation or principal steps and stages involved in the act of teaching, within a specific
field 13. Given the nature of critical thinking, the conceptual linkages between its application in classrooms and the
general radicalisation prevention in educational setting, the current status of CDP programmes in PRACTICE
partners’ countries as well as the widely recognized positive impact of non-formal educational activities in
approaching sensitive – and unavoidable – topics, the Programme represents an innovative tool. It is also an OER,
flexible and adaptable, able to support the school sector and the professional working in improving their capacity
to exploit the potential of new approaches, methodologies and international perspectives. PRACTICE partners
believe that if the acquisition of approaches and tools by teachers works hand-by-hand with students’ involvement
through non-formal learning activities, there will be a virtuous multiplier effect in terms of impacts: education
professionals will develop skills and competences to respond to the current situation and particularly they will be
equipped with better tools and methods to discuss controversial issues with students in the class; at the same time
the students will be supported in the development of their critical thinking skills as a way to prevent marginalization,
exclusion and stigmatization episodes that might lead to radicalisation. This process complements the traditional
formal learning scheme and enriches curricular activities with broad possibilities such as affording migration,
gender issues, diverse cultures and identities in a democratic, open minded and professionalised way.

THE ARGUMENTS BEHIND PROGRAMME’S MODULES AND TOPICS
As said, the Radicalisation Prevention Programme is composed by two sections. The first part is more theoretical
and provides teachers with approaches and methodologies focused on the general skills and competences in order
PRACTICE project, Comparative Research Report on Continuing Professional Development, Critical Thinking and Radicalism
Prevention. The Italian, German, British, Greek, Danish and Austrian Educational Context, https://practiceschool.eu/media/practice-crr-web-en.pdf
13
Reflective Teaching Journal, What is the difference between Didactics and Pedagogy?
https://reflectiveteachingjournal.com/difference-between-didactics-and-pedagogy/
12
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to prevent radicalisation process developing critical thinking in students, including knowledge about radicalisation
processes, tips and strategies for manage conflicts and deal with diverse settings.
Regarding the competences and skills to be included in this part, after a brainstorming and working groups, partners
elaborated the final list of the identified topics:
1) Introduction to radicalisation: exploring what is it and the radicalisation’s types as well as the main
components. The radicalisation process has been illustrated in its fundamental steps and different models
and conceptualisations are presented. The so called “drivers” of radicalisation are recalled and so the
different phases of prevention and how the role of the schools, teachers, educational support staff and
school as a whole could be defined for an efficient early prevention
2) Critical thinking: in the broader sense, since it is the core of the Programme and an important step for
general radicalisation prevention’s actions. Specific features included are how to verify the reliability of the
source of information; how to look for different sources and how to analyse and compare them
3) Active listening and open communication: how to express and argument opinions to bridge the gap of
communication and democratic dialogue that lead youth radicalisation as well as how to adopt the right
communication style and adapt it in personal and professional life of teachers, both in academic and nonacademic cognitive settings consisting of knowledge, comprehensive, application, analysis, synthesis,
evaluation
4) Digital awareness: specifically devoted to social medias, their functioning, the impact on students and their
way to absorb information with the aim to align teachers’ knowledge and abilities to understand how the
online environment impact on teaching and learning methodologies
5) Open-mindness and creative thinking: in particular how to detect and deconstruct stereotypes, intercept
and overcome bias and misconceptions; how to creatively approach problems and solve them
6) Conflict resolution and management, providing a restorative approach on peaceful conflict resolution in
the school environment in contrast to the restrictive punitive model
7) Intercultural awareness: and how to deal with multicultural classrooms, through self-reflection for
teachers on cultural identity and intercultural sensitivity, culturally sensitive and anti-biased teaching and
how to deal with intercultural conflicts in the classroom
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Specifications regarding some topics have been evaluated by partners, also matching the Programme’s
requirements with the results obtained during the development of PRACTICE IO1. A theoretical background has
been developed to guide teachers in the understanding of the Programme’s assumptions: an explanation of the
linkage with critical thinking features, the role of the school as a resilient community that encourage and sustain
individuals in being critical thinkers is given. In this theoretical background has been included also a focus on risks
factors and protective factors against radicalisation, underlying the role of schools in prevention of radicalisation
process as well as the elements that summarised the phase of early prevention in educational setting. Partners
structured the modules in the first part starting from an introduction to the general topic (context) highlighting the
benefits of the related skills and competences that will be acquired, then the challenges in implementing the
module are defined, including some tips for adaptation to diverse classroom contexts. Each module is enriched by
case studies, good practices recognition and/or description of specific methods, approaches, strategies to smooth
the application with the support of external resources such as videos, interactive links and so on.
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The second part is focused on specific topics for helping teachers in introducing and managing discussions and
exchange of ideas upon controversial issues in class, with the support of non-formal educational activities which
will practically help students in developing the competences related to critical thinking. From the partners’ work
done during research phases came out a common point to be addressed, represented by the concepts of “selective
listening” or “eco-chambers” or “filter bubble”, meaning that youngsters have often a little exposure to different
opinions and information that could challenge or broaden our worldview, being part of a circle of people (both
online and in the real life) who share the same vision of the world and influence their way of thinking. In fact,
youngsters tend to absorb information and opinion coming from family, friends and Internet without questioning
in deep their truthfulness and/or looking other sources. Moreover, in the majority of the countries selected for the
research, Internet and social media have been indicated as the main source of information for youngsters and a
great need for both students and teachers in learning how to better use them, exploring their potentialities and
being aware of their risks, has been detected. Starting from these premises, partners extrapolated some transversal
issues and key topics:
• Argumentation and fact checking
• Open dialogue and debate (express own opinion and compare different options)
• Analysis and research
• Deconstruct stereotypes and recognize bias
• Media analytical competences
Partners considered the importance of creating a safe space where the students feel free to express their own
opinions and are stimulated to do so. Specific topics and controversial issues upon which seem to be more urgent
to work with the students, according to the results of the field research in the partners’ countries are: migration,
gender, democracy rights and citizenship, nationalism/EU values, Nazism and other extremisms, situation in
Syria/ISIS and more broadly global conflicts, Islam and other religious practices. Partners systematised the
conclusions and agreed on final list of topics as follows:

practice-school.eu

1. Controversial issues: giving the opportunity to reflect on a number of aspects associated with teaching
controversial issues related to citizenship and rights in the classroom, providing practical approaches and
activities which allows students to explore delicate topics which can arise in the daily debates in classroom,
at home, with friends but in a safe and critical way
2. Migration: covering related vocabulary and further providing various narratives surrounding current
migration issues, also collecting a number of collaborative group projects designed to foster open
discussion and critical debates related to the concept of migration
3. Gender: providing teachers with ways to explore gender identity and combat gender stereotypes in the
classroom in a creative way thus preventing and tackling the phenomenon
4. Culture and Identities: activities and methods to foster the intercultural dialogue among students and
creating spaces for reflection of sensitive issues in the context
5. Online Life, Hate speech and Cyberbullying: in order to understand the phenomena, to develop skills and
motivation for participants, to understand where lays the balance between fighting hate speech and
safeguarding freedom of speech, to use in a safe way the new ICTs, identify fake news as well as
understanding and applying principles of netiquette
6. Discrimination and Rights: to make students aware of equality among people despite their differences in
skin colour, clothes, accent, ways of behaviour, religion etc., and therefore deserving the same rights and
are held to mutual respect
7. Global Conflicts and Human Rights: to assist teachers to facilitate learning about international conflicts,
human rights and conflict resolutions in the school. The module is intended to explicit the sensitiveness and
controversial nature of global political conflicts and to create a space for democratic dialogue about
controversial issues in the classroom.
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The structure of this part comprehends a short description (introduction) and includes learning objectives,
theoretical and contextual background, practical activities and materials to be used in the classroom, selfassessment activities, other useful material and bibliography.
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CHAPTER 2 - THEORETICAL AND CONCEPTUAL APPROACHES BEHIND THE
PRACTICE PREVENTION PROGRAMME AND OER
The present chapter will guide readers in an in-depth analysis of key concepts that characterize the current
European debate on prevention of radicalisation in schools and other youth environments. This review is aimed to
link and correlate the methodology and strategy chosen for the development of the PRACTICE Prevention
Programme and, in particular, to make clear the value of the non formal learning activities (NFAs) listed therein
when approaching radicalisation general prevention. More, the review of key concepts will lead to a reflection on
how the availability of a flexible and smooth tool as Open Education Resource perfectly fits with the needs of target
groups and final users – namely students, teachers, educational staff as a whole as well as other first-line
practitioners and education organisations.

PREVENTION
One of the key concepts of PRACTICE strategy to positively impact on youth is prevention through education. The
role of educational system in preventing violent extremisms and radicalisation phenomena has only recently gained
global acceptance. An important step in this direction was the launch, in December 2015, of the UN SecretaryGeneral’s Plan of Action to Prevent Violent Extremism 14, which recognizes the importance of quality education to
address the drivers of this phenomenon. Education is indeed acknowledged as an important component of a
societal commitment to prevent the rise of violent behaviours. There is a need for “[…] quality education for peace
that equips youth with the ability to engage constructively in civic structures and inclusive political processes […]”
and a call to action for “[…] all relevant actors to consider instituting mechanisms to promote culture of peace,
tolerance, intercultural and interreligious dialogue that involve youth and discourage their participation in acts of
violence, terrorism, xenophobia and all forms of discrimination” 15. Among the areas identified by UNSG’s Plan of
Action, there is the implementation of programmes that promote “global citizenship”, soft skills, critical thinking
and digital literacy, and explore means of introducing civic education into school curricula, textbooks and teaching
materials. More, there is the strong need to build the capacity of teachers and educators to support this agenda.
At European level, there is shared recognition of the centrality of education to prevent young people from being
attracted to violent extremist ideologies, organisations and movements – whether extreme Islamist, far-right or
other threats to cohesive, inclusive societies 16. Indeed, after the terrorist attacks in November 2015 again in Paris
and in March 2016 in Brussels, the European Commission communicated specific actions, outlining the role of
education in preventing radicalisation leading to violent extremism. Based on this and an earlier report on common
European values of freedom, tolerance and non-discrimination through education, the Commission elaborated a
roadmap for promoting social inclusion and common EU values through formal and non-formal learning. Prevention
Plan of Action to Prevent Violent Extremism. Report of the Secretary-General (A/70/674) http://www.
un.org/en/sc/ctc/docs/2015/SCR%202178_2014_EN.pdf
15
UN Security Council Resolution 2250, adopted in December 2015, http://unoy.org/wp-content/uploads/ SCR-2250.pdf
16
RAN, Ex Post Paper, May 2019, Education and radicalisation prevention: Different ways governments can support schools
and teachers in preventing/countering violent extremisms
14
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is both concept and a practice, covering different approaches and levels. In line with the above mentioned
recognized role of education environment, PRACTICE project adopts principles of secondary prevention (or targeted
prevention), aimed at reducing vulnerabilities and risk factors in students groups and educational environment.
Secondary prevention also targets teachers in the school community who can play a major role in prevention if they
are made aware of the phenomenon and properly equipped to understand and – if necessary – respond to it.

© Centre for the Prevention of Radicalisation Leading to Violence (CPRLV), all rights reserved
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Thus said, PRACTICE Radicalisation Prevention Programme is structured to raise awareness in students addressing
issues such as identity and real community, hate speech, inclusion and diversity of beliefs, digital and social media
education etc. More, the Prevention Programme aims at give teachers and educational staff targeted information,
stimulate their involvement and self-learning about sensitive topics, addressing their needs and sustaining the
mandate of their profession.

CRITICAL THINKING AND MEDIA & INFORMATION LITERACY
At international level, actions to prevent violent extremism through education (PVE-E) seek to strengthen the
capacities of education systems (in terms of policies, teachers’ training, educational contents) to appropriately and
effectively contribute to prevention strategies applied at national level 17. This includes equipping learners with the
knowledge, values, attitudes and behaviours which foster global citizenship, critical thinking, empathy and the
ability to take action against violent extremism. At European level, critical thinking competences are considered as
key as literacy, numeracy and digital ones, being equally important to build sustainable careers and become active
citizens 18. More, critical thinking skills’ development, together with other essential interpersonal, communicative
and cognitive ones, is particularly fostered by non-formal learning experiences and critical thinking skills are
embedded throughout the eight key competences for lifelong learning 19. Regarding radicalisation processes
potentially leading to violent extremist acts or behaviours, critical thinking is considered as a protective factor in
terms of prevention: it is the most important of the necessary cognitive resources that can protect an individual
from the affiliation to extremist ideologies or groups. More, critical thinking can function as resistance against the
pull factors of radicalization 20 and schools should be environments where critical thinking is cultivated and students
are stimulated to ask questions and learn to think beyond taboos and common assumptions. This way, they can
transfer their critical thinking skills to other situations outside the school environment.

UNESCO, Preventing violent extremism through education
https://en.unesco.org/preventingviolentextremismthrougheducation
18
EC, The importance of key competences development, https://ec.europa.eu/education/policies/european-policycooperation/development-skills_en
19
European Council, Recommendation on Key Competences for Lifelong Learning, 2018, https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CONSIL:ST_9009_2018_INIT&from=EN
20
Macaluso, A. From countering to preventing radicalization through education: Limits and opportunities. Hague Inst. Glob.
Justice Work. Pap, 2016
17
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The critical thinking approach is particularly relevant in interconnected societies, where social media is bursting
with millions of ideas and thoughts shared every second of every day worldwide. Knowing how to critically evaluate
and understand where this information is coming from has become an important part of addressing groups with
violent extremis and terrorist agendas. The threat of their activities has only amplified during the COVID-19
pandemic. With social restrictions imposed to contain the virus, reliance on social media and the internet has
grown. The way critical thinking attitudes adapt to online environment and the way young people receive
information on the web is particularly relevant and the methodological key is the Media and Information literacy
(MIL) education.
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At its core, MIL is the ability to assess information and its sources, credibility and value. This essential competency
helps young people effectively deal with news, information and narratives that could potentially divide societies
and promote violent extremist ideologies. A competency can only be observed within a given situation and
contexts, and can be improved over time and located on a continuum that varies from simple to complex. The set
of MIL competencies includes observable outcomes on what people know (knowledge), what people do (skills) and
how they use their potential (attitudes and values) 21. This is particularly interesting if linked to the non-formal
learning defined as a purposive but voluntary learning that takes place in a diverse range of environments and
situations for which teaching/training and learning is not necessarily their sole or main activity. These environments
and situations may be intermittent or transitory and are perfectly fitting with the idea of real life situations and
contexts that fully express the potential of MIL education. All this considered, PRACTICE Prevention Programme
enhances critical thinking and MIL, particularly in the use of the Internet and social media, so as to develop
resistance to all form of discrimination and indoctrination.

TRANSVERSAL COMPETENCIES TO ENHANCE CRITICAL THINKING
Transversal competencies are commonly referred to as soft skills, key competencies, 21st century skills, and global
competencies. They are “the cornerstone for the personal development of a person” (EU, ESCO) 22 and are
21
22

UNESCO, Global media and information literacy assessment framework: Country Readiness and Competencies, 2013.
1 https://ec.europa.eu/esco/portal/escopedia/Cross-sector_skills_and_competences
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fundamental for applying a knowledge or skill. AS the OECD noted in developing the PISA framework: “A
competency is more than just knowledge and skills. It involves the ability to meet complex demands, by drawing
on and mobilising psychosocial resources (including skills and attitudes) in a particular context 23. Transversal
competencies complement specific disciplines in order to enrich the wealth of skills possessed by students,
facilitating not only their entry into the world of work but also their personal growth as active and responsible
citizens. These competencies apply to various contexts, such as cognitive, practical, managerial (identification and
solution of problems, propensity to innovate, creativity, education for global citizenship etc.) as well as relational
and communicative (dialogue, active listening, teamwork, etc.). Transversal competencies have the following
characteristics:
•
•
•
•

They are transferable across domains, geographies, work and life contexts;
They typically relate to social and interpersonal relations;
They are cross-functional and cross-curricular in training and education, but can be combined in a blended
learning approach, e.g. non formal learning educational activities;
They are learnt through experience and development and cannot be easily taught, except through highly
interactive learning processes.

In 2006, a Recommendation of the EU Parliament set out 8 key competences for lifelong learning, and defined the
knowledge, skills and behaviours that comprise these competences. At the same time, 7 transversal themes
underpinning the Key Competencies were developed in parallel. Starting from there, PRACTICE Prevention
Programme concentrates its efforts on some of these core transversal skills, as emerged very early during the
development of the desk and field research phases, thus developing a methodology to deliver them through non
formal learning activities:

23

PISA AND THE DEFINITION OF KEY COMPETENCIES, 2005: http://www.oecd.org/pisa/35070367.pdf
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Skilla Library, 2018

Due to their cross-cutting nature and their adaptability to several contexts and real life situations, PRACTICE
partners consider transversal competences particularly important in building critical thinking to prevent the
occurrence of radicalisation processes that may take place in school environment. When students are exposed to
one or more of the predisposing or enabling conditions for radicalisation, several actions can be taken to enhance
their resilience and almost all the actions imply and apply those competences. De-glamorisation of violent
extremism and terrorism, deconstruction of violent extremist narratives, refuse of over simplistic thinking style,
identification and deconstruction of propaganda lay on analysis and critical evaluation of facts and news, as well as
on an independent access to reliable sources of information. Understanding messages in the media, the
communicative strategies that are used by those who produce propaganda, be able to read and understand the
political and social contexts in which such narratives are produces all rely on transversal competences.

INTERCULTURAL EDUCATION TO DEAL WITH DIVERSITY
As more and more students from diverse backgrounds populate 21-st century classrooms, it has become imperative
that teachers acquire competencies in a cultural diversity. In metropolitan areas in Europe there is hardly a school,
or even a classroom, to be found with pupils from a homogeneous socio-cultural background. Even where there
are still homogeneous classes, for example in rural areas of some EU countries, the vastly growing, global impact of
information and communication technology leads to a clash – or, at least, a coexistence – of different worlds and

practice-school.eu

ways of doing things 24. While some countries have had long-standing experience with immigrants and thus have
developed a more defined curriculum for multicultural education, many EU countries are still at the threshold.
Increasing diversity shifts the landscape for educators who must adapt to these changes, each within their unique
contexts. In EU countries with more recent third-countries migration, and where linguistic and cultural diversity is
a relatively recent phenomenon, immigrant students and second language learners pose new challenges for
teachers who, for the most part, have had little or no exposure to teaching students from varied ethnic, cultural
and linguistic backgrounds in a single classroom 25. Increasingly diversity has been strongly linked to student
achievement in school and data from OECD Program for International Student Assessment (PISA) have identified
family background, socio-economic background and migration status as the main determinants of students’
performance in school over and above other factors. Furthermore, multilingual learners tend to have low
graduation rates, high drop-out rates and an over-representation in special education programs 26.

Council of Europe publication, Intercultural competence for all: Preparation for living in a heterogeneous world, 2012,
https://rm.coe.int/intercultural-competence-for-all/16808ce20c
25
O Acquah, Tandon, Lempinen; Teacher diversity awareness in the context of changing demographics, European Educational
Research Journal, 2015.
26
ELL Subcommittee, 2009
24
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Intercultural education “cannot be mass delivered to the classroom, through a didactic transmission similar to that
of classic school subjects” 27, because it develops on the basis of direct practice and personal experiences we have
when we “live and learn together” and learn to deal with each other with courtesy and respect, empathy, good
manners, caring and charity. With this situation in mind, PRACTICE partners developed a Radicalisation Prevention
Programme based on the following levels:
•

27

The selection of specific topics. Topics related to the multicultural context of education (Migration; Culture
and Identities; Discrimination and Rights; etc.) and the perspectives of an interconnected and plural reality
have been introduced in the programme. Obviously, there are some school subjects that led themselves
more readily to adaptation, such as history, geography, political/social sciences and languages. But the
intercultural perspective can also contribute to the selection of topics and examples in other subjects, for
instance music, mathematics, natural sciences.

Council of Europe, 2003
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•

•

28

The development of new learner-oriented methods of teaching and learning. PRACTICE Programme is
based on the development of non-formal activities (NFAs) in classrooms embedding a learner-orientated
method of teaching and learning. NFAs encourage explorative learning, motivating the students and
increases their feeling of responsibility for the outcomes of their own learning process. NFAs’ development
guides students in co-operation in groups and teams and learns them how to benefit from diversity through
a system of mutual help where everybody contributes with his/her strengths. Applying typical methods of
non-formal education, students independently learn to argument and negotiate positions and views, often
though role play – taking over and experimenting with new positions in conflicts as a means of raising
awareness and developing role distance and empathy.
Teachers’ curriculum enrichment. The first part of PRACTICE Radicalisation Prevention Programme is
devoted to self-learning of teachers. Project partners received, during the first year of the project, clear
feedbacks by teachers regarding the inadequacy and low efficacy of Continuing Professional Development
(CPD) courses offer in their respective countries. This lack is double side: from the content perspective,
there is a need of information and training about sensitive issues such as extremisms in classroom,
radicalisation processes and preventive approaches to adopt at school level. From the other side, teachers
need to be trained about inclusive teaching methods and tools, code of conduct/non-discrimination
policies, intercultural communication, anti-bias training and positive discrimination 28. In order for
intercultural education to be a success the teacher’s role and tasks are extended considerably. PRACTICE
Programme equip teacher to act no longer simply as “transmitters of subject manner” but also as guides
through self-development and self-learning. The competences teachers could acquire exploring the first
part of the Programme are: sensitivity and awareness to intercultural matters, thus being able to engage
students to deploy empathy; knowledge and understanding to raise students’ consciousness of
intercultural matters; the development of individual and societal practices thus raising both students’
effectiveness, efficiency and fairness when acting in an intercultural setting and to be more proactive and
constructive to move from this individual practice to action that shapes societal practice. The topics
devoted to teachers within PRACTICE Programme welcome the recommendations of the European bodies
on the topic, including diversity and social sensitivity, addressing both proactive goals as well as responsive
needs (e.g. conflict resolution), intercultural management competences including the development of
teaching materials which enhance culturally responsive education. PRACTICE Programme equips teachers
across different subject areas with methods and resources that support deliberative learning, critical
understanding, team work, conflict management and multi-perspectivity in teaching controversial and
sensitive issues as radicalisation processes and factors are. Develop such attitudes in teachers is paramount
to make them able to promote and evaluate non-cognitive, values-related and citizenship education goals
among students, which means learning to work with different attitudes, skills and social behaviours, to use
non-text tools and to value non formal learning situation, as the ones promoted by PRACTICE Programme.

EUA, Diversity, Equity and Inclusion in EU Higher Education Institution, 2019.
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THE VALUE OF THE PRACTICE OER
Since the launching of “Rethinking Education” Communication (European Commission 2012), Europe emphasizes
the need to stimulate open and flexible learning in order to provide the skills needed in the 21st century economy
and labour market. It points out that the quality of education relies on a mix of different educational approaches
and materials and calls for wider access to and use of Open Educational Resources – OER 29. As defined by UNESCO,
OER are “any type of educational materials that are in the public domain or introduced with an open license” 30. The
nature of these open materials means that anyone can legally and freely copy, use, adapt and re-share them. OERs
range from textbooks to curricula, syllabi, lecture notes, assignments, tests, projects, audio, video and animation.
According to this definition, OER do not exclusively refer to digital resources, although the concept is usually
restricted to ICT materials, as illustrated by the OECD definition31. OER provides a strategic opportunity to foster
inclusion and democratization of knowledge by extending access to education and increase the efficacy (quality)
and efficiency (cost-quality) of educational systems 32. Alongside the above mentioned outputs, OERs provide
opportunities for students to obtain information more efficiently to support their learning and, particularly, the
collaborative learning that emphasizes on building learning communities through forming groups from various
backgrounds of students to achieve the agreed learning goals together. OER helps to improve:
Teaching
1. pedagogical skills improvement (teachers can integrate more materials to the textbooks they use);
2. workload reduction (as teachers can spend less time on material preparation);
3. enrichment of content knowledge (as teachers can gain access to resources which are unavailable at
school); and
4. more integration of ICT in formal education, as the OER platform helps teacher to stay up-to-date.
Learning
1. Providing open learning resources for free
2. Permitting reuse, revise, remix and redistribution of contents through open licenses to suit one’s learning
needs
3. Facilitating convenient mobile learning.
PRACTICE Radicalisation Prevention Programme has been developed by partners both as “traditional” handbook
and as an OER, thus guaranteeing flexibility and adaptability to its future users. When using the OER to carry out
NFAs with students, in the early stage the teacher gains information and acquires knowledge about a specific topic
and/or methodology(ies) to afford a sensitive issue within the classroom (Section 1 of the Programme). Then,
teacher starts a NFA with students in relation to the selected topic, eventually adapted to his/her teaching subject.
https://www.cedefop.europa.eu/files/com669_en.pdf
http://www.unesco.org/new/en/communication-and-information/access-to-knowledge/open-educationalresources/what-are-open-educational-resources-oers/
31
Hylen, Van Damme, Mulder, & D’Antoni, 2012.
32
Sabadie, Munoz, Puni, Redecker, Vuorikari; OER: A European policy perspective, 2014.
29
30
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The approach to the activity varies depending on the activity chosen, from the presentation of a problem to a
simulation, from a scenario-based exercise to a role play game. Before or after the development of the activity,
teacher and students can read together the introduction to the topic covered by the Module embedding the chosen
NFA. Teacher could consider appropriated to spread context information before the assignment of tasks to
students, in order to make the activity similar to an exercise or he/she can prefer the students find solution(s)
basing on the knowledge and attitudes they actually have and further discuss with them once the activity is finished.
The benefits of using the OER tools for the development of a NFA are a lot: they empower students, broadening
the scope of the NFA itself and helping groups to make connections between the topics; the OER can be browsed
in several languages thus boosting a multidimensional approach to non-formal activities and giving students the
opportunity, if needed, to deal with a similar ground – e.g. carrying out the exercise in English, thus overcoming
potential barriers faced by non-native language speakers.
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CHAPTER 3 - RADICALISATION PREVENTION IN THE EDUCATIONAL SETTING:
THE PRACTICE PREVENTION PROGRAMME’S CONTRIBUTION
The present chapter aims at explain how the radicalisation prevention process can be applied in the educational
setting and, in particular, how PRACTICE Radicalisation Prevention Programme for teachers and students of
secondary school can contribute to the general prevention of this phenomenon. To do so, the chapter illustrates
the context underlying the conceptual linkage between radicalisation and education, explaining how the educative
sector has been called very early into question by literature when attempting to identify the potential roots and
predisposing conditions of radicalisation leading to violent extremism. This brief recall is functional to explain in
which sense the PRACTICE Radicalisation Prevention Programme falls into the first level of early radicalisation
prevention. The chapter will guide the readers in a practical introduction to the interplay of several factors that,
uniquely combined, can trigger radicalisation process in a way that cannot be defined by rigid schemes or protocols.
Because a lot has been said about radicalisation processes, this chapter gives an overview of supposed “new”
accelerators of radicalisation that mostly impact on young people: social media’s exploitation for recruitment
and/or spreading of extreme positions and ideologies are taken into account following the recent literature updates
and also a deepening on the blurred connection between COVID-19 pandemic (and measures taken by governments
worldwide to contain the outbreak) and radicalisation processes, including some reflections about the so called
“self-radicalisation” undertaken exclusively online. Here, the assumption that Internet and social medias are
instead part of the solution is strengthened and an explanation about the inclusion of Digital Awareness module
for teachers as well as Online Life for students is given. To make a clear and handy overview on how teaching
diversity is fundamental to deal with complex and heterogeneous classrooms, the chapter gives elucidations about
skills, competences and attitudes that are necessary to be acquired and nourished by education professionals in
order to avoid unintentional stigmatization of minorities, also with practical advices and recalls to PRACTICE
Radicalisation Prevention Programme’s features. Moreover, a special mention is made to the double-side role of
teacher, explaining the stands of education sector in carrying on both the surveillance and (potential) identification
of the so-called “early radicalisation signs” from one side and the role of creating a trust and confident environment
for students, that seems to be contradictory and incompatible. At the end of the chapter, potential synergies to be
activated together with third actors than schools and teachers are proposed, following the RAN suggestions for a
multi-agency work in the field.

THE NOTION OF RADICALISATION IN EDUCATIONAL SETTING
European Commission defines radicalisation as a “phased and complex process in which an individual or a group
embraces a radical ideology or belief that accepts, uses or condones violence, including acts of terrorism, to reach
a specific political or ideological purpose” 33.In the past decade, the focus of international and national strategies
for countering violent extremisms has shifted from using hard security measures to a more multi-sectoral and
development approach. The role of education has been called upon very early in the debate: initially, the discourse
attributed the root causes of violent extremism primarily to poverty and lack of education. However, extensive
European Commission, Prevention of Radicalisation, https://ec.europa.eu/home-affairs/what-we-do/policies/counterterrorism/radicalisation_en
33
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researches found the link so tenuous and consider the connection between poverty and violent behaviours not
justified and also potentially dangerous. Nowadays, there are several evidences that deconstructed the stereotype
of “uneducated criminals” perpetrating extreme violence 34 and the emphasis is more on the ideological dimensions
of violent extremism.

Researchers believe that key factors that fuel radicalisation (that can lead to violent behaviours) seem to be rooted
in perception of injustice and marginalization 35: extremist groups mobilize support based on perceived grievances.
The debate is ongoing but, regardless of whether lack of education in and of itself is a driver of radicalisation, there
seems to be a general consensus that education is one of the most important tools to reach young people and
therefore can be used to address some of the “push and pull factors” that may drive young people towards violent
extremisms 36. The 2020 Counter-Terrorism Agenda puts forward a number of initiatives to support to Member
States in areas such as online radicalisation as well as empowerment of communities, because the trends, means
and patterns of radicalisation evolve so fast and responses have to be rapidly adapted to be effective. It is worth to
distinguish between two types of interventions used by the education sector: one is aimed at provide access and
quality education to all, in an effort to address issues to do with some of the “root causes” of violent extremisms
such as marginalization and inequality. The other is targeted to specific counter violent extremisms with
programmes focusing on specific target groups at different levels – from at risk pupils to recent religious converts,
specific ethnic or clan groups, those with existing familial links to violent extremism entities, etc. PRACTICE
For example Bergen, Padney; The Madrassa Scapegoat, 2006. The data collected on the academic profiles of terrorist who
had carried out acts of extreme violence in the West between 1993 and 2003. They showed that some terrorists completed
their higher education in western institutions, usually with a focus on science or engineering. See also Kruegar and
Maleckova, 2003; Botha 2013; Bhatia and Ghanem 2017
35
E.g. a Mercy Corps cross-country study in 2015 found that early experience of abuse and humiliation were an important
driver of joining extremists groups, more so than economic factors.
36
De Silva, Role of Education in the Prevention of Violent Extremism, 2016,
http://documents1.worldbank.org/curated/en/448221510079762554/120997-WP-revised-PUBLIC-Role-of-Education-inPrevention-of-Violence-Extremism-Final.pdf
34
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Prevention Programme owns to the first category: it is a tool addressed to students of secondary schools and their
teachers that follows the principles expressed by the High-level Commission Expert Group on Radicalisation,
considering education as a cornerstone for effective prevention of radicalisation to be realized by strengthening
teachers, educators, youth workers and students’ skills and confidence through the enhancement of critical
thinking.

THE RADICALISATION PROCESSES AND SUPPOSED NEW LEVERS
It is a matter of fact that a univocal definition of radicalisation leading to violent extremism cannot be given but the
term generally refers to a process, ignited and enabled by a series of social and personal circumstances which can
amount to an increased vulnerability of the individual to the attraction of extremist ideologies and groups (CPRLV,
2016). There are multiple ways to examine the root causes of violent extremism and there is no single cause or
pathway into radicalisation. As stated above, neither poverty nor socio-economic deprivation or under education
are direct root causes of radicalisation process. The radicalisation mechanisms are a product of interplay among
push-, pull- and contextual factors within individuals:
•

•

•

Push-factors are defined as “important factors in creating the conditions that favour the rise or spread in
appeal of violent extremism or insurgency” and examples involve social, political and economic grievances;
a sense of injustice and discrimination; personal crisis and tragedies; frustration; alienation; a fascination
with violence; searching for answers to the meaning of life; an identity crisis; social exclusion; alienation;
marginalisation; disappointment with democratic processes; polarisation, etc.
Pull-factors are defined as “factors associated with the personal rewards which membership in a group or
movement, and participation in its activities, may confer”. Among others, are included in this category a
personal quest, a sense of belonging to a cause, ideology or social network; power and control; a sense of
loyalty and commitment; a sense of excitement and adventure; a romanticised view of ideology and cause;
the possibility of heroism, personal redemption, etc.
Finally, there are contextual factors that provide a favourable terrain to the emergence of violent extremist
groups, such as: fragile states, the lack of rule of law, corruption and criminality.
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According to Ranstrop’s kaleidoscope theory about violent extremism conceptualisation, the combination of these
factors for each person is unique and diverse combinations create infinite possibilities 37. In the definition of the key
focuses for the development of the PRACTICE Radicalisation Prevention Programme, partners considered the role
of Internet and social medias as a capitol one for a better understating of the phenomenon: as far as radicalisation,
extremism and terrorism are concerned, the network is not only part of the problem but also part of the solution.
The Internet is not in and of itself a lever for radicalisation but the current uses of the social media and the issues
of regulation of information online merit further research as to whether they are effectively used as a contributor
to the radicalisation of ideas and of development of violent extremist mind-set, specially among young 38. Since
2012 some research has pointed out the similarity of social media and terror groups in their function as networks
in that they are both decentralized, ubiquitous and mobile 39. The features of the Interned have led to a
Magnus Ranstorp and Peder Hyllengren, Förebyggande av våldsbejakande extremism I tredjeland (Swedish Defence
University 2013)
38
UNESCO, Youth and violent extremism on social media: mapping the research, 2017
39
Conway 2007; Schils & Laffineur 2013.
37
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transformation of extremist groups’ tactics: it offers information in bigger volume and higher speed, as well as in
diverse formats such as all kinds especially video, interactivity two-way communication, horizontal links and the
“like” function. Little government surveillance or control as well as posting on local networks while targeting global
audience across time and space have offered significant advantages to extremist groups that may otherwise have
stayed marginal in terms of communication means. Specificities of social medias are currently studied by recent
researches, exploring how violent extremists’ increasing use of social networking sites contribute to propaganda,
recruitment and fundraising 40. Even if the great part of data collected on this topic comes from grey literature, it
emerges that violent extremist groups seem to be especially adept at using social media to create a sense of social
connection. This is also because social medias, which provide connectivity, virtual participation and an echochamber for likeminded extremist views, reaches otherwise unreachable individuals and accelerates the process of
radicalisation – at the same time increasing the opportunities for self-radicalisation 41. Self-radicalisation, associated
with the development of social medias, constitutes an area of concerns of European law enforcement agencies and
intelligence services even if the scenario of an individual, alone in front of his/her computer, decide to take action
after surfing the web or enrolling a jihadist website or forum. If this scenario cannot be entirely excluded, it is barely
tenable from a sociological perspective, even because commitment requires a series of social mediations and
interactions to exists and to be maintained 42. Starting from the assumption that it is necessary to educate and train
a new generation of digital citizens, using also non-formal education as a means to develop new intercultural skills
as well as media and information literacy, during the drafting of PRACTICE Radicalisation Prevention Programme
partners included a module in the Part 1 on Digital Awareness. This module that is addressed to teachers, explores
the spectrum of “information disorder” and defines how Media and Information Literacy helps combat it, applying
the tools related to fact-checking and giving an overview on social media verification, assessing sources and visual
contents. Learning solutions should develop knowledge, skills and attitudes to help build resilience and resist
propaganda and these competencies can only be developed by confident, well-trained and motivated teachers.
From students’ perspective, a module has been included about online life, hate speech and cyberbullying, exploring
also the echo-chambers phenomenon. Facing the threats targeting particularly vulnerable young people, new
technologies should be used to develop platforms of positive involvement, promoting peace, respect of human
rights and dignity.

RADICALISATION PROCESSES AND COVID-19 PANDEMIC: A BLURRED CONNECTION
RAN practitioners flag a worrying rise of a poisonous mixture of conspiracy theories (e.g. QAnon, anti-vax, anti 5G
sentiments) raising during the COVID-19 pandemic and impacting on the prevention and countering of violent
extremisms activities. Pandemic is exploited by extremist groups and is fuelled by online trolls thus polarising
disinformation. With the spread of COVID-19, people are being instructed to stay at home and while governments
have made major efforts to provide accurate information about pandemic online, self-isolation might speed the
spread of extremism, fuelled by consumption of fake news, conspiracy theories and extremist material online.
#Greenbirds: Measuring Importance and Influence in Syrian Foreign Fighter Networks (ICRS, 2013)
Ines von Behr, Anaïs Reding, Charlie Edwards, Luke Gribbon, Radicalisation in the digital era The use of the internet in 15
cases of terrorism and extremism (RAND, 2013)
42
Directorate-General for Internal Policies – Policy Department Citizens’ Rights and Constitutional Affairs, Preventing and
Countering Youth Radicalisation in the EU, 2014.
40
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While the filters applied to social media uploaded contents have improved greatly since 2015, companies still
struggle with the so-called grey-area material where extremism thrives. This is a new research field that deserves
attention, since it draws on a mixture of academic and grey literature from multinational and bilateral institutions
as well as non-government organisations and think thanks. The importance of this subject lies also on the data
collected by several researches, studies that report an increase in gaming addiction and internet use with
detrimental impact on psychosocial well-being. Long-term social exclusion for a longer period of time could make
young people more susceptible to radicalisation 43.

©RAN, 2020

It is easy to see that youth isolation has been amplified by the restrictions in society during the lockdown(s) and
both students and teachers have encountered many challenges in their attempts to reach out to isolated and
vulnerable young people, especially those in economic and social deprived areas across Europe. Isolation also can
lead to segregation, and this may well inhibit the development of important social skills of young people. COVID19 has made vulnerable young people often ignored by society more invisible in the physical world but many
youngsters are visible online. There is a call to develop local networks that utilise digital platforms, reaching
previously hard-to-reach isolated youth and to create synergies with other stakeholders, e.g. social work, local
municipalities, community or religious figures, mental health organisations/professionals. More, a mixed strategy
is advocated to exploit all the possibilities of in-presence activities, respecting the distancing and safety measures
but at the same time trying to not forget the positive impact that physical presence has on young people 44.

RAN Conclusion Paper, Youth isolation – How to get them out of it? November 2020, https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ranpapers/docs/ran_conclusion_paper_youth_isolation_26-27_112020_en.pdf
44
RAN Conclusion Paper, Local P/CVE strategy in times of COVID-19, 2020 https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ranlocal/docs/ran_local_strategy_in_times_of_covid-19_30-01_112020_en.pdf
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TEACHING DIVERSITY: A MATTER OF ATTITUDE?
Since many learners may be poorly connected to, or misinformed about, international events, there are many
benefits to discussing local manifestations of violent extremism in addition to, or instead of, international forms of
the phenomena and also PRACTICE Radicalisation Prevention Programme contains a module devoted to Global
Conflicts and Human Rights. Discussing local, regional and national manifestations of violent extremism helps
students understand the connection between local and global challenges and guide them in the connection
between risks and consequences of violent behaviours and ideologies. Finally, it demonstrates to young people that
they can make a difference if they make the right choices within their immediate context. There are, however, some
important prerequisites to discussing controversial and sensitive local issues:
•

Connecting the issue of violent extremism to content in the local curriculum,

•

Understanding the social, cultural, ethnic and religious diversity of the local context,

•

Including minority-group perspectives in the discussions – or, at least, ensuring that their views are
represented

•

Being very clears to students about the teacher’s role as the moderator (objective voice, “devil’s advocate”,
impartial facilitator, etc.

•

Identifying the right timing, since controversial issues should not be discussed haphazardly 45.

To accomplish with the above mentioned prerequisites, teachers should be trained to work in linguistically and
culturally heterogeneous classrooms. Recent studies demonstrates that almost all European countries recognise
the importance of intercultural education for teacher education and have adopted various laws and
recommendations requiring its implementation. The situation, however, is entirely different at the level of teacher
education programmes, where shortcomings in the implementation of national requirements are evident:
intercultural topics are offered in isolation and are limited to individual programmes; they are most frequently
found in the categories of basic pedagogical subjects or foreign languages. More, another finding is that there are
differences in thematic focus between intercultural education in EU western and south-eastern countries: while in
the former the globalised, multicultural society with a high percentage of migrants is at the centre of attention, in
the latter is the question of coexistence of the majority of population and autochthonous minorities, which is
frequently connected with the question of national identity, that is the main focus 46. What raises from researches
in the field is that the range of subjects and contents that educate future teachers for work in culturally diverse
classrooms is, in the majority of the cases, above all the result of the personal motivation and commitment of
individual teachers at university faculties. Interest studies show how the development of intercultural competence
consists of four dimensions: attitude (valuing cultural diversity, tolerating ambiguity); cultural knowledge and skills
(comprehensive cultural knowledge, communication skills, ability to manage conflicts, ability to create synergy); an
ability to reflect on intercultural issues (shift and relativize the frame of reference, empathise); and an ability to
interact constructively (avoid violating cultural rules, achieve valued objectives) 47. Teachers should not only being

UNESCO, A Teacher’s guide on the prevention of violent extremism, 2016.
European Network on Teacher Education Policies, ENTEP, 2016
47
Boecker, 2008
45
46
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able to involve a set of knowledge and skills, but also a “state of mind that develops a greater capacity for tolerance
and openness to different values and behaviours” (Medvešek). If not nourished properly, this “state of mind” risk
to be insufficient and phenomena as unintentional stigmatization of diversity within the classroom are more likely
to occur. Several papers suggest that social experiences in school settings and students’ intergroup contacts affect
their perception of similarity and their sense-making of cross-race friendships. The authors suggest that attending
a heterogeneous school has a more positive effect on students’ friendship compared to attending a homogeneous
school, at the same is said for academic performances 48. Various studies state that sometimes teachers ascribe
different meanings to student’s behaviour based on their race, and it is important to take necessary steps to
mitigate the expression of unconscious, socially structured beliefs and expectations in classrooms 49.

To respond to the challenge, PRACTICE partners embedded at the end of each module in Part 2 of the Radicalisation
Prevention Programme several tips and advices on how carry out non-formal education activities in a way that is
more inclusive and reflects the diversity that is present also outside the classrooms. The practice of streaming, for
instance, has arisen as the most common response to mixed classrooms and is based on respond to heterogeneity
of students adapting the activities and creating ability groups, often using additional human resources – such as
PRACTICE facilitators during the development of the non-formal activities. PRACTICE Radicalisation Prevention
Programme suggests different types of streaming, such as organisation of classroom activities according to ability
levels, remedial groups and support segregated from the regular classrooms (i.e. for linguistic or cultural
motivations) with practical solutions such as carrying out activities in English instead of national language and/or
adapt materials to different religious/cultural requirements. PRACTICE partners consider that attitudes in teaching
diversity are pillars for education professionals and, at the same time, this predisposition can be stimulated and
enriched by self-learning and continuing professional development programmes that boost critical thinking and
practical tools to deal with heterogeneity and mixed classroom’s environments.

McGlothin, Killen; Children’s perceptions of intergroup and intragroup similarity and the role of social experience, 2005
D. Gabaldon-Estevan, Heterogeneity versus Homogeneity in Schools: A Study of the Educational Vale of Classroom
Interaction, 2020
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ROLE’S DEMARCATION WHEN APPROACHING RADICALISATION PREVENTION: TEACHERS AND SCHOOL AT THE FOREFRONT
One of the hot topics of the debate around radicalisation processes and school environment is the controversy and
opposing views on attempts to list signs of concerns in terms of so called “early signs” of radicalisation to be
identified in pupils by teachers. An important part of teaching is equipping students to engage with developments
in society. Youngsters being guided towards adulthood and citizenship will challenge ideas, test boundaries and
voice their opinions, sometimes confrontationally. Schools should provide a safe place in which to discuss perceived
injustice and concerns and express agitation or anger. In such an environment, a health portion of radicalism is not
cause for concern. Radicals incite change and fight for social justice and schools should be the place to express
radical ideas and even extreme opinions. But this should take place in a safe, pedagogical environment, guided by
teachers. This allows radical ideas to be confronted and challenged, and young radicals are guided away from a
path that might lead to extremism and even violence. The real problem is with radicalisation leading to a breach of
human rights of others, hate crimes or even extremist violence and terror. This form of radicalisation will result in
youngsters threatening society and putting their own futures at risk. In several European countries 50, education
professionals are asked to spot radicalisation through a set of “indicators” (the mentioned “early signs”), such as
support for terror organisations or refusal to commemorate terror attacks, but also more mundane behavioural
changes in lifestyle and critical attitudes towards authorities and the values of mainstream society. In several
countries, educators are asked to report students to the authorities. In the UK, it has become a statutory
obligations. The role of teachers within this complex and multi-level process is really articulated, they are
simultaneously asked to foster social cohesion and build resilience through trust, democratic education and
education for critical thinking. While educators are asking for guidance on how to deal with troubling situations,
many resent being asked to act as agents of counter-terrorism policies, in particular because they feel that the task
of “spotting radicals” on the one hand and creating the trust and inclusion conductive to a proper teaching activity
on the other are contradictory. Educators fear that the radicalisation “criteria”, based on contested scientific
evidence, might lead to unjustified referrals to the authorities and might be driving conversations underground, as
well as reframing some aspects of student and teenage behaviour as security problems that are best dealt with by
security professionals. These doubts echo those of key researchers in the field of radicalisation, who have published
extensively on the topic. Criticism focuses on a set of key issues:
•

The criteria are considered “not academically rigorous” and “questions remained about the academic
validity of the knowledge upon which these criteria have been established

•

Critics contest the notion that there is a linear, causal and temporal path to radicalisation that can be
observed and that manifests itself through “signs”

Some countries such as Belgium, France, Spain have set up structures for education professionals to signal cases.
Sometimes cases are referred to police, sometimes to dedicated services that are separate from the police. Several of these
mechanisms are relatively new and, while many countries do not have dedicated mechanisms to spot signs of radicalisation,
many governments are moving in this direction.

50
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•

“Indicators” are criticised for being too broad in their scope – potentially encompassing many normal
behaviours – and ambiguous in their meaning. An independent systematic review of the “quality and
psychometric properties of assessments” has highlighted important areas of concern

In addition to those critics, there is the issue related to the blurred boundaries between extremism and freedom of
expression that is a challenging one for education professionals, also regarding radicalisation prevention. PRACTICE
partners, taking into account the state of the art of the European debate on the focus and the situation of the
countries directly involved in the activities, adopted the line expressed by RAN and developed the Radicalisation
Prevention Programme within the first level of early prevention, with the broad scope of stimulate the general
quality of life and the improvement of the well-being of everyone in the school and the democrating functioning of
the school itself. The Programme fosters the promotion of democratic ethos, enhancing diversity and fostering
Media Literacy. However, it is worth to be mentioned that schools with a record of excellence in prevention share
also element related to education staff’s active involvement such as: a) they are given training sessions and gain
experience in on-the-job learning practice; b) they have long-term ties with other institutions in professional
networks; c) they can rely on established procedures to handle (supposed) cases of radicalisation; and d) they are
prepared to deal with other, new problems as they arise. So, in the present document, elements related to the
second level of early prevention are also included as general prevention measures oriented towards social wellbeing of students, also suggesting actions to be done when a problem occurs. Alongside the critical thinking skills
acquisition for students, another key objective of PRACTICE project is in fact to enrich the offer of Continuing
Professional Development (CPD) tools for teachers of secondary schools, realized mainly through the development
of Part 1 of the Radicalisation Prevention Programme. While several valuable guides and guidelines in education
exist, many teachers feel cut off, alone and incapable of implementing these ideas in their daily practice. The rapidly
evolving media and information landscape is generating both challenges and opportunities for educators. Teachers
must contend with new technologies, but also with new phenomena such as fake news, hoaxes and conspiracy
theories distributed in social media. Given also the use of digital messaging by radical violent actors, training
teachers in media literacy is crucial if we are to prevent and challenge radicalisation processes at all stages.
Responding to cases of radicalisation calls for clear procedures that offer guidance for those involved in
interventions. Rules and regulations to address radicalisation in schools still lack and legal and organisational
contexts differ from one Member State to another, and even across different regions in a single Member State;
there are no procedures that can be applied universally. However, schools must invest to formulate policies and
procedures that provide clear answer, roles, duties and responsibilities. External partners who can meet school
needs as part of a comprehensive local prevention strategies should be encouraged. Three elements seems to be
particularly important at this stage:
•

The value of peer exchange and learning (bonding). Learning from other teachers and schools can provide
inspiration and support

•

The value of connection with professionals of similar or different sector by investing in partnerships with
bodies such as youth institutions, sports clubs, information houses and counselling services (bridging). In
this category is embedded also the link with families, given their primary role in educating their youngsters
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•

The value of developing relations with structure of power, such as government institutions, local
authorities and existing local networks of professionals and NGOs that often have a stronger and wider
network (linking).

What emerges from individual testimonies of students, families and educators as well as through statements of
students and educators’ unions, is concern about the effect of counter-radicalisation policies in schools in terms of
both human rights and efficiency with regard to countering extremisms. These policies are perceived as questioning
and possibly undermining the ethical and professional principles of educators. Despite this doubts, a new balance
should be found between tackling radicalisation while preserving the autonomy of the education sector.
Suggestions to prepare the ground to the realization of this balance, from the school’s point of view, are to adapt
curricula to match present-day realities and reflect contemporary educational needs, as well as develop policies for
democratic school ethos. While the need for training in the field of prevention is widely recognised on a political
level, most schools experience considerable constraints in time and resources that do not allow for such training
(RAN EDU 2017). That’s why a free and flexible tool as PRACTICE Radicalisation Prevention Programme OER is an
important contribution. While teaching is the primary task of formal education, experiences of non formal learning
within schools are recognized as a key element in safeguarding students and supporting and advising them beyond
the classroom.

©RAN, 2018
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CONCLUSION
What clearly rises from the analysis of the radicalisation prevention strategies adopted in Europe so far, is the need
to work from different sides to reinforce a multi-disciplinary approach. As stressed in several papers, prevention
requires comprehensive action because the attraction of (violent) extremisms is not confined to its narratives and
ideology but exploits social-emotional needs and challenges linked to broader questions of identity, belonging, lack
of prospects. In this scenario, schools can play an important role in building resilient contexts for vulnerable
youngsters by nurturing the communicative, social and emotional skills needed to tackle the challenge of
adolescence, and by providing the spaces in which to do so safely (RAN CoE, 2016; 2017). This includes fostering
self-confidence and self-esteem and supporting students to work through their existential issues also stimulating
their critical thinking and critical approach to life. Teachers and schools are thus required to adapt and develop
educational practices in order to respond to new preventive needs, and they need to be trained and equipped with
social-educational strategies so as to effectively promote prevention, also exploiting non-formal learning innovative
pathways as PRACTICE Radicalisation Prevention Programme.
At the same time, teachers are asked to be able to identify and address possible cases of radicalisation in its
different stages. This topic is particularly controversial and sensitive because it tends to stress the boundaries of
teacher’s role and stakes privacy concerns as well as the generally accepted idea that a school should be a protective
space where opinions can be shared and expressed without judgement or repression. To find a balance among
different perspectives is not an easy task and, throughout Europe, training courses have been put in place to raise
awareness and understanding among first-liners with responsibility for individuals who may be vulnerable to
radicalisation, leading to violent extremism or terrorism. Teachers, together with youth workers, community police
officers, child protection workers and (mental) health care workers are included in the first-line workers category
(RAN) and are able to recognise and refer individuals who may be vulnerable or who are showing “warning signs”.
However, teachers does not always have a sufficient understanding of processes or do not know the best way to
respond. For example, there can be a lack of the correct conversational techniques, reporting skills or experience
of working in a multiagency setting. What is stressed is the need to train on radicalisation within the boundaries of
the professional role of teachers, staying in their professional setting.
Training course can either be tailor-made for specific work-line workers or designed for first-line staff in general.
Duration varies, so as the topics covered, despite several common points are found in actually carried out courses 51.
However, the innovation that PRACTICE Radicalisation Prevention Programme brought is on merge the acquisition
of approaches and tools by teachers works with students’ involvement through non-formal learning activities. This
parallel work will trigger a virtuous multiplier effect in terms of impacts: education professionals will be equipped
with better tools and methods to discuss controversial issues with students in the classroom and, at the same time,
students will be supported in the development of their critical thinking skills as a way to prevent marginalization,
exclusion and stigmatization episodes that might lead to radicalisation. This process complements the traditional
formal learning scheme and enriches curricular activities with broad possibilities such as affording migration,
gender issues, diverse cultures and identities in a democratic, open minded and professionalised way.

E.g. terminology, basic knowledge of extremist ideologies, radicalisation process and various trajectories,
indicators/signs/steps of radicalisation process, possible responses. See RAN, Preventing radicalisation to terrorism and
violent extremism, Training for first line practitioners, 2019, https://ec.europa.eu/home-affairs/sites/homeaffairs/files/whatwe-do/networks/radicalisation_awareness_network/ran-best-practices/docs/training_for_first_line_practitioners_en.pdf
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